This leaflet is devoted to warnings about the various cyber-attacks and the best practices to put in
place.

1. WHAT IS INFORMATION SYSTEMS SECURITY?

This means ensuring the security of all our assets (site, people, hardware, network, software and
organisation).

2. THE DIFFERENT TYPES OF ATTACK

There are 4 main types of attacks that we experience at Altyor:

- Ransomware: data encryption

- Phishing: sending counterfeit emails

- Spear phishing: phishing based on the personal / professional network

- President's Attack: convincing a company's employee to make a transfer to a third party

3. THE ESSENTIAL RULES

Choose your passwords carefully

Choose Altyor Wi-Fi access

Be as careful with your smartphone or tablet as with your computer

Protect your data when you travel (password)

Be careful when using email

Download programs from official publisher websites (always ask the IS for validation)
Be careful when making payments on the Internet

Separate personal and professional uses
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In case of doubt, always report the information to IS

. OUR COMMITMENTS
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Altyor undertakes to:

e Responsible, fair and transparent collection, use and disclosure of personal data (any information
relating to an individual who can be directly or indirectly identified) of employees, in accordance with
applicable laws, standards and norms.

e Process data for the legitimate purposes explicitly specified to the data subject when the Group

(]
collected it.
e Collect and process only as much data as necessary for the specified purposes. Personal data is mainly
used for human resources, IT, occupational health and safety, labor relations, infrastructure
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management and audits.
¢ Use reasonable organizational, technical and administrative measures to protect the personal data
A Y lA_l Your alert will be processed as soon as possible via your manager, the IT department, the HR

under its control.
5. HOW TO REPORT BACK?
[r— department or anonymously via:

D ] LJ\ https://altyor.com/csr-commitments/




Sanction: it is important to report information about attacks, otherwise it can be considered as

professional misconduct

6. REPORTING

Altyor is committed to monitoring its cybersecurity performance and, to this end, tracks the following
indicators

- Number of confirmed IT security incidents
- Number of incidents reported through the alert procedure
7. PERIMETER

This policy applies to all Altyor Group entities and all external stakeholders of the Group.

8. RESPONSIBILITY

The CSR committee is responsible for defining the cybersecurity policy. The IT department is
responsible for ensuring that it is properly implemented.

9. COMMUNICATION

This policy is communicated annually to all employees through the usual company channels, including
internal company rules and the company intranet, and is presented to all new staff members on
induction. This policy is also distributed to external stakeholders and is available on the Altyor website.

10. CONTACT

For more information, please contact Alexis Lutun alutun@altyor.com or send an email to
contact@altyor.com.

11. REVIEW HISTORY TABLE

This Policy is reviewed annually or in the event of a change in related government policy or significant
changes in the company's operations.

This Policy was last approved on 22nd of December 2023 by Yanis Cottard, President of the Altyor
Group.

Policy version Description of change Date of change

A N/A January 2023
B Adding KPIs to the policy July 2023
C Renamed of the policy December 2023

“Information security" and adding
commitments to employees data
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